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BOARD DUTIES

1. Ensure Legal & Ethical Integrity

2. Build a Competent Board

3. Determine Mission & Purpose; Ensure Effective Planning; 
Monitor & Strengthen Programs & Services

4. Protect Assets & Provide Financial Oversight 

5. Ensure Adequate Financial Resources 

6. Enhance the Organization’s Public Standing

7. Select, Support & Evaluate the Chief Executive 

BoardSource, https://boardsource.org/ Washington DC 
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https://boardsource.org/
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OVERVIEW: This Session’s Aims
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CYBERSECURITY IN THE CONTEXT OF

GOVERNANCE & INFORMATION TECHNOLOGY ISSUES

Since outside preventative technologies & training are key to preventing ransomware & 
cyber incidents, raise awareness among Board members for the need to have policies 
in place and nonprofit staff training in IT areas including:
• complex passwords
• social engineering red flags
• rogue URL red flags
• blocking mobile attacks

Examples:
• how actual attacks hurt local organizations
• why the attacks were successful 
• what could have prevented them - technologies & 

training
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Choosing the Right IT Support Provider
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Is the provider the right size for our nonprofit? 

Is the provider in it for the long haul?

Does the provider have technical depth?
• balance price against competency

Is the provider diligent with the basics?
• The latest and greatest technology is fun, but there are a lot of “boring” essentials that must be addressed.

Does the provider understand our nonprofit organizational issues?
• Technology is a means to an end, that end being your thriving business.

Does the provider offer service agreements?
• Networks and computers are not a one-shot deal—they always require lots of planning and support.

Does the provider offer Managed Service?
• Today’s networks are complicated.

• The provider should offer service and products bundled into one cost.

Can we get direct access to the service provider?
• How exactly does their customer service really work?

Does the provider enjoy what they do?
• You need more than competency in a provider.

Does the provider have industry certifications? 
• Make sure they are trained and tested professionals.
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• Will the provider be in business in five years?

• Can our nonprofit take our data with us when we leave the provider?

• Do we need to pay export fees or cancellation fees to take our data in 
a usable format?

• What is the protection against price increases or new service charges?

• Is the provider compliant with IT best practices?

• Is all of the data encrypted, including exchanges with 
partner/integrated websites and services?

• Is the provider compliant with regulatory requirements of our 
nonprofit organization?

• Is functionality, access, or customization limited because our nonprofit 
is on a shared platform of a normally customizable product?
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Choosing the Right Cloud Service
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•What cyber lessons have we learned
amidst the COVID pandemic crisis?

•How does this affect the nonprofit sector as 
we recover and move forward?
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RESOURCES
COVID IMPACT & LESSONS LEARNED
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https://www.unicef.org/eca/stories/lessons-we-will-learn-pandemic

https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html

• Lesson 1: Family Matters
• Lesson 2: Medical Breakthroughs
• Lesson 3: Self-Care Matters
• Lesson 4: Be Financially Prepared
• Lesson 5: Age Is Just a Number
• Lesson 6: Getting Online for Good
• Lesson 7: Working Anywhere
• Lesson 8: Restoring Trust
• Lesson 9: Gathering Carefully
• Lesson 10: Isolation's Health Toll
• Lesson 11: Getting Outside
• Lesson 12: Wealth Disparities’ Toll
• Lesson 13: Preparing for the Future
• Lesson 14: Tapping Telemedicine
• Lesson 15: Cities Are Changing

https://www.unicef.org/eca/stories/lessons-we-will-learn-pandemic
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#1
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#2
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#3
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#4
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#5
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#6
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#7
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#8
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#9
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#10
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#11
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#12
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#13
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#14
https://www.aarp.org/health/conditions-treatments/info-2021/lessons-from-covid.html#15
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RESOURCES
BOARD MATERIALS & SESSIONS
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To register for future Board sessions & obtain prior handouts https://chescocf.org/virtual-board-trustee

Links to useful articles for nonprofit board leaders https://chescocf.org/resources/effective/

THANKS TO OUR
DISCUSSION LEADER 

& PARTNER

415 McFarlan Rd., #201, Kennett Square, PA 19348
610.444.8256

info@pegtec.com
https://www.pegasustechnologies.com/

DATE/TIME TOPIC SPEAKERS

11.01.21 What Donors Look for in 
Your Nonprofit Financials

Louise Schorn-Smith, CPA

3:45-5:30 PM Kathy Wileczek, CPA

11.15.21 Individual Donor 
Fundraising: Lean Into 
The Trends

Corrine Sylvia, CFRE

3:45-5:30 PM Connie Carter, CFRE

Krystine Sipple, CFRE

https://chescocf.org/virtual-board-trustee
https://chescocf.org/resources/effective/
mailto:info@pegtec.com
https://www.pegasustechnologies.com/
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